ITpunoxxenue k npukazy Munoopnayku PC(1)
ot 20 okTs6ps 2022 Ne 01-03/2400

IMamsaTKa 11 00yYarOIUXCA 00 MHPOPMAMOHHOI 0€30MACHOCTH eTeil

Henp3s

1. Bcem moapsn coobmate CBOO 4acTHYH HH(OpMaInio (HacTOSIINe
ums, pamunuio, TenedoH, aapec, HOMep IIKOJbI, a Takxke GoTrorpaduu cBoU, CBOEH
CEMBbU U Apy3eil);

2. OTKpBIBaTh BIOXKEHHBIE (DaliJIbl JIIEKTPOHHOM MOYTHI, KOTa HE 3HACUIh
OTIIPABUTETIS,

3. ['pyOuTh, IpUANPATHCS, OKa3bIBaTh J1aBJIICHUE - BECTH Ce0sl HEBEXKIIMBO
U arpeCCUBHO;

4. He pacnopsikaiics neHbramu TBOeil ceMbu 0€3 pa3pelieHus CTapuInx -
BCErJla CIpalnBai poauTeIIeH;

3. He Bcrpewaiics ¢ HMHTEpHET-3HAKOMBIMH B pPEaJbHOM JKU3HU -
IIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY JOBEPSCIIb.

OcTopokHO

1. He Bce mumyt mpaBny. Yurtaems o cebe HempaBny B MHTepHeTte -
co00IIH 00 3TOM CBOMM POJUTENSAM WA ONEKYHAM;

2. [IpurnamaroTt nepenucrBaTHCS, UTPaTh, 0OMEHUBATHCS - TPOBEPH, HET
JIY TIO/IBOXA;

3. Hesakonnoe konupoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;

4. Bcerna pacckaswiBail B3pocibiM O MpoOjeMax B CETH - OHU BCerja
MIOMOT'YT;

3. Hcnonb3yit HacTpodku 0€30MacHOCTH M TPUBATHOCTH, YTOOBI HE
MOTEPATH CBOU AKKAYHTBI B COLICETSX U IPYTUX MOpTaiax.

MoxHO

1. YBaxail Ipyrux Iojab30BaTelIe;

2. [Tonp3yembess MHTEPHET-UCTOUHUKOM - JI€JIall CChUIKY Ha HETO;

3. OTKpbIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOpamatbcss 3a TMOMOIIBIO B3POCIBIM - POJUTENH, OMEKYyHBI U

AJIMHUHUCTPAIUA CalToOB BCCraa nmomMoryrT

NudopmanuonHas naMsaTKa A8 00yYAOMIUXCH AJIs1 pa3MelleHus Ha
opuuMATbHBIX HHTEPHET-pecypcax

KomneroTepHbie BUpYCHI

KoMmnproTepHbIid BUPYC - 3TO Pa3HOBHUIHOCTh KOMIBIOTEPHBIX MPOTpPaMM,
OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS] CIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYCHl MOTYT IOBPEINUTH WU IOJHOCTBIO YHUUYTOKUTH
Bce (hailiibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIb30BATENI0, OT UMEHU KOTOPOro Oblia
3amyllleHa 3apa)kKeHHas IIporpaMMa, a TakyKe IOBPEIUTh WIM JAXKE YHUYTOXKUTH
OTIEPAIMOHHYI0 CHCTEMY cO BceMu (paiimamu B 1iesioM. B GonblinHCTBE ciyyaeB
pPacIpOCTPaHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.



MeToabl 3alIUTHI OT BPEAOHOCHBIX MPOrpaMMm:

1. Hcnonp3yil COBpEeMEHHBIE OINEPALMOHHBIE CHUCTEMBI, HMEIOIINE
CEPBE3HBIN YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX POrPaAMM;
2. [TocTostHHO ycTaHaBnuBail mauTu (LUUQPPOBBIE 3aIUIATKH, KOTOpPbIE

ABTOMATUYECKH YCTaHABIMBAIOTCS C IIEJbI0 JOPabOTKH MPOTpaMMBbl) U JIpyrue
0OHOBJIEHUSI CBOEH OlepanmoOHHOM cucTeMbl. CKaunBaii UX TOIBKO € O(UIIUATIEHOTO
caiita paspaborurka OC. Eciu cyniecTByeT pekuM aBTOMaTUYECKOro OOHOBJICHUS,
BKJIFOUH €T0;

3. PaGoTait Ha cBoeM KOMMbIOTEpE MO TMpaBaMU TOJB30BATENd, a HE
aIMUHUCTpAaTOpa. OJTO HE TMO3BOJUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTPaAMM
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBHPYCHBIE IPOTPAMMHBIE TNPOAYKTHl HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBIICHUEM 0a3;

5. Orpannyb (pU3NUECKU AOCTYI K KOMIIBIOTEPY AJIs1 TOCTOPOHHUX JIUILL;

6. Wcnonb3yil BHENIHME HOCHUTENW WH(MOpMaIUu, Takue Kak (iemnika,
JUCK Ui (Gaiil U3 UHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpriBaii kKoMIblOTepHbIE (aiiiibl, TOJTYYEHHbIE U3 HEHAJEKHBIX

UCTOYHUKOB. Jlaxke Te (ailyibl, KOTOpbIE MPUCIall TBON 3HAKOMBIN. Jlydie yTrouHu
y HEro, OTIIPaBJIsUI JIU OH TeOe UX.

Cetun WI-FI

Wi-Fi - 310 He BU nIepeaur JaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIMIIh OPEH/I,
mapka. Eme B 1991 rony HuaepnaHjckasi KOMIIAHUSI 3aperucTpupoBajia OpeH]l
"WECA", uto o0o3nauamo cioBocouetanue "Wireless Fidelity", koropsrii
NepeBOUTCS Kak "OecnpoBOAHAs TOYHOCTB .

Jlo Hamiero BpeMeHu Joliuia pyras abopeBuaTypa, KoTopas sIBIsS€TCS] TaKOn
e TexHojorueil. Jto abOpematypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHAapT BbicuIeil 3BykoBoi TexHuku Hi-Fi, 4To B mepeBoje o3Havaer
"BBICOKAsI TOYHOCTB".

Ja, OecrinaTHbIM MHTEPHET-A0CTYN B Kade, OTeNsIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOXKHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE SKCIIEPThI CUUTAIOT, YTO
obmenoctynubie Wi-Fi cetu He SBIsSIOTCS O€30MIaCHBIMH.

CoBetbl 10 0€e30MacCHOCTH PadOTHI B 001e0CTYNHBIX ceTsiXx Wi-fi:

1. He nmepemaBaii cBoro nuuHyI0 HHGOPMAIMIO 4Yepe3 OOIIETOCTYITHBIC
Wi-Fi cetn. PaboTas B HUX, KeJIaTEIbHO HE BBOAUTH MAPOJIH TOCTYIIA, JOTHHBI U
KaKHe-TO HOMEpa,;

2. Hcnonb3yil 1 OOHOBIISII aHTHUBUPYCHBIE MPOrpaMMbl U OpaHaMayep.
TeMm cambIM Thl 00€30MacHUIlb ce0sl OT 3aKaUYKU BUpPycCa Ha TBOE YCTPOUCTRO;
3. [Tpu ucnonb3oBanun Wi-Fi otkmoun ¢ynkuuio "OOmuUN I0CTyN K

daiinam u npunTepam". JlaHHas (QYHKUMS 3aKpbiTa MO YMOJYaHUIO, OJHAKO
HEKOTOPBIE 110JIb30BATENIN aKTUBUPYIOT €€ AJIs yA00CTBAa UCIIOJIb30BaHuUs B paboTte

Wi yueoe;

4. He ucnonw3yit nmyomumunsii WI-FI m1s mepemaun JWYHBIX AaHHBIX,
Hanpumep ISl BbIX0Ja B COLIMATIbHBIE CETH WJIM B DJICKTPOHHYIO MTOYTY;

3. Hcnonp3yil Tonpko 3amuuieHHoe coequHenune uepe3 HTTPS, a He

HTTP, T.e. mpu Habope BeG-aapeca BBoau umeHHo "https://";



6. B MmobunsHoM Tenedone otkimtoun Gynkiuio "l[logkmouenue k Wi-Fi
aBToMarnuecku'. He nomyckail aBTOMAaTMYECKOIO MOJKIKOYEHHS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacusi.

CounuanbHBIE CETH

CornuanabHbIe CETH aKTUBHO BXOJST B HAITY KU3Hb, MHOTHE JIFOJU PabOTaroT
¥ )KUBYT TaM TIOCTOSIHHO. MHOTHE TTOJIh30BaTEIM HE TOHUMAIOT, YTO WH(OpMaIus,
pa3MeIeHHass MMU B COIMATTbHBIX CETSIX, MOXKET OBITh HalICHA ¥ UCIIOJIb30BaHa KEM
YTOIHO, B TOM YHCJIC HE 00S3aTEIBHO ¢ OJIATUMU HAMEPEHUSIMH.

OcHoOBHbBIE COBETHI 110 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1. Orpannub crucok Jnpy3edl. Y 1e0s B JApy3biIX HE JOJKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIIOJICH;
2. 3amuiai CBOIO YacTHYIO XKu3Hb. He ykaspiBail maponu, TenegoHsbl,

aapeca, JaTy TBOETO pOXJIEHUS M JIpYTyl0 JIMYHYIO  HH(GOpPMAaLHUIO.
31M0yMBIIUICHHUKYA MOTYT HCITOJIB30BaTh Jake HHPOPMAIIHIO O TOM, KaK Thl U TBOU
POJIUTENHN TUTAHUPYETE TPOBECTU KAHUKYJIbI;

3. 3amuinail CBOI0 pernyTaluio - JIepKU €€ B YUCTOTE U 3ajaBail cede
BOMPOC: XOTeIN OBl ThI, YTOOBI APYTHE MOIB30BATEIH BUAEIH, YTO ThI 3arpyKaemib?
[Tomymaii, mpexxie 4eM 4TOo-TO OIMyOJIMKOBATh, HAMCATD U 3aTPy3UTh;

4. Ecnu TBHI TOBOpUIIH C JIOABMH, KOTOPBHIX HE 3HAEIIb, HE HCIOJB3YH
CBOE peasbHOE UM M JIPYTYI0 JWYHYI0 WH(pOpMaMu: UMs, MECTO KUTEIbCTBA,
MECTO y4eObl U IIpoyee;

5. N36erait pazmemenus dortorpaduit B UHTepHeTe, riae Thl H300pakeH
Ha MECTHOCTH, TT0 KOTOPOI MOXHO OTIPEJICIIUTH TBOE MECTOIIOIOXKECHHE,
6. llpu peructpanuu B CONMAIBHOW CETH HEOOXOJWMO HWCIIOH30BATh

CJIO’KHBIC TIAPOJIH, COCTOSAIINE U3 OYKB M IU(p U ¢ KOJIMIECTBOM 3HAKOB HE MEHEe
8;

7. Jlist  conmanbHOM CeTH, TMOYThl W JAPYTMX CaWTOB HE0OXO0IUMO
UCIIOIb30BaTh pa3Hble mapoyiu. Torna eciau Te0s B3IOMAIOT, TO 37I0YMBIIIIEHHUKA
MOJIy4aT AOCTYH TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHbIU

OJNIeKTPOHHBIC JIEHBI'M - 3TO OYE€Hb YAOOHBIA CMOCOO IUIaTeXeH, OJHAKO
CYIIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JICHbTH.

DONeKTPOHHBIE IEHbI'U MOSBUIIUCH COBCEM HEJJABHO M MMEHHO M3-3a 3TOr'0 BO
MHOTHX TOCYAapCTBAX J0 CHUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHu (yHKIIMOHUPYIOT U O HUX YK€ TIPOIKUCAHO B 3aKOHE, TJI€ UX
pa3aesioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHHWMHbIE. Pa3Huia B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcss MPOBOAUTH omeparuu 0e3
UACHTU(UKAIINY TTOJIH30BATENSI, @ B HEAHOHUMHBIX UJICHTU()HUKAIUS TTOTH30BATEIS
SIBJSIETCA 00s13aTEIBHOM.

Takxe cienyer pasinyaTh 3SJIEKTPOHHBbIE (UaTHbIE JAEHBIM (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIE He(dUaTHBIE ACHbIU (HE PaBHBI
roCyJIapCTBEHHBIM BaJlt0TaMm).



OcHOBHBIE COBETHI 10 0€30NaCHOI padoTe € JIEKTPOHHBIMH JeHbIAMU:

1. [IpuBsxku K cyeTy MOOWIBHBIN Tene@oH. DTO camblii YJOOHBIA U
OBICTPBIN CTIOCOO BOCCTAHOBUTD JAOCTYT K cueTy. [IpuBsi3aHHbBIN TenePOH TOMOKET,
eciu 3a0y/Ielib CBOM IUIATEKHBIM MapoJb WA 3alJIelTh Ha CAaUT C HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnonw3yit ogHopaszoBeie maposid. [locie mepexona Ha YCHICHHYIO
aBTOpH3aLMI0 TeOe yke He OyAeT yrpokarb OMACHOCTh KpaXM WJIM IepexBaTa
IIJIATEKHOTO MaPOJIS;

3. Bri6epu cnoxubiit napois. [IpectynHukam OyneT HE MPOCTO yrajaath
CJIOKHBINA TapoJib. HanexHple maponu - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B c€0s1 CTPOUYHBIE U MPONKUCHBIE OYKBBI, IUPPHI U HECKOIBKO
CUMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIATEIbHBIA 3HAK M T.II
Hampumep, $tROng!;;

4. He BBOAM CBOM NTMYHBIE TaHHBIE HA cCaliTaX, KOTOPBIM HE IOBEPSEILIb.

DJIeKTpOHHAs TTOYTa

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHUS U MPEIOCTABISAEMbIE €0 YCIYTH IO
MEPEChUIKE U MOJYYSHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPhIE pacHpeIeatoTCs B
KOMIBIOTEPHOU ceTh. OOBIYHO AIEKTPOHHBIA TOYTOBBIA SIIUK BBITJISAIUAT
CIeAYIONIUM 00pa3oM: UMs_TOJIb30BaTeNA(@uMsl_JIoMeHa. Takxe KpoMe nepeiadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTh NIepeaBaTh (paiibl.

OcHoBHBIE COBETHI 10 0€30MacHOii padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBUIIbHBINA MOYTOBBIM cepBUC. B mHTEpHETE €cTh
OTPOMHBIN BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIEe T0BEPSATH TEM,
KOI'0 3HAeIllb U KTO IIEPBBIA B PEUTUHIE;

2. He ykasbiBait B nuuHON mourte auuyHyro uH(popmanuio. Hampumep,
Jydiie BeIOpaTh "My3bIKalIbHBIN (paHaT@" unu "pox2013" Bmecrto "temal3";

3. Hcnons3yil ABYXATAIIHYIO0 aBTOPU3ALMIO. JTO KOIZa MOMUMO MapoJis
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil 1o SMS;

4. BeiGepu croxHbIi maponb. JJIsl KakI0ro IMOYTOBOrO SITHUKA JOJDKCH
OBITh CBOM HAaJECKHBIN, YCTOMYMBBIN K B3JIOMY M1apOJib;

5. Ecnam ecTp BO3MOKHOCTH HANMCaTh CaMOMY CBOW JIMYHBIM BOIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. Hcnonp3yil HECKOJBKO MOYTOBBIX SIIMKOB. [lepBbIil st 4acTHOM

NEPENNCKU C apecaTamMy, KOTOPBIM Thl JOBEPSEHIb. DTO AIEKTPOHHBIN agpec He
HAJ0 UCIIOJIb30BATh MIPU PETUCTPALIMKN Ha PopyMax U calTax;

7. He otkpeiBaii ¢aiiibl 1 Apyrue BIOKEHUS B MUCbMaX, 1aKe €ClIM OHU
IOPUILUIM OT TBOMX Jpy3eil. Jlydie yTo4HM y HHMX, OTHPABISUIM JIM OHU TeOe 3TH
(baibr;

8. ITocne okoH4yaHMst pabOTHl Ha MOYTOBOM CEPBHUCE IEpe]l 3aKPhITHEM

BKJIQJIKU C CAUTOM He 3a0yab HaXXaTh Ha "BeiATH".



KubepOyuiiHT Wiin BUPTYaJbHOE U3/€BATEIIbCTBO

KubepOyummHar -  mpeciienoBaHue  COOOIICHHSAMHU,  COAEpKaIUMU
OCKOpOJICHMS, arpeccuio, 3aIyruBaHuUe; XYJIMTAaHCTBO; COLIMAJILHOE
OOMKOTUPOBAHHUE C TIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI M0 00pbHOE ¢ KHOEPOYJITMHIOM:

1. He Gpocaiics B 00oi. JIyumuii crioco0: MOCOBETOBATHCS Kak ce0sl BECTH
U, €CJIM HET TOT0, K KOMY MOXKHO OOpaTHThCS, TO BHaYaje yCHOKOUThCS. Ecim Thi
HaYyHelllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUs, TO TOJBKO elie OoJiblie
pa3z0oAOKeIIb KOH(IIHKT;

2. VYnpasnsii cBoelt kubeppenyTauuei;

3. AHOHUMHOCTH B ceTH MHUMad. CyIlecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTn Xynuranckuii oOpas BUPTYaJIbHOM XKu3HU. HTepHET
dbuKcupyeT Bce TBOM JEHUCTBHUS W COXpaHSIET UX. YJAIUTh WX Oyner KpaiiHe
3aTPyAHUTEIIBHO;

3. Coburofail CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. HUrnopupyit enuHudHbIi HeraTuB. OaHOPA30BBIE OCKOPOHTEIIHHBIC

COOOIIeHUS TydIlie UTHOpUPOBaTh. OOBIYHO arpeccus MPEeKpaIaeTcss Ha HadYaIbHON
CTaJuu;

7. Bban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU,
B COIMAJIbHBIX CETSAX €CTh BO3MOXXHOCThH OJIOKMPOBKH OTIPaBKU COOOIIECHUM C
OTIPE/ICIICHHBIX aJIPECOB;

8. Ecnu Tel cBuzaerens kubepOysumnHra. TBou IeHCTBUSA: BBICTYIUTh
NpPOTHB TIpeciieoBaTels, IOKa3aTh €My, 4YTO €ro JCHCTBHUS OLICHUBAIOTCS
HEraTUBHO, TMOJAJIEPKATh MKEPTBY, KOTOPOH HYy»HA TMCHUXOJOTHYEcKas MOMOIIb,
COOOMIUTH B3POCIIBIM O (PaKTe arpecCUBHOIO MOBEJICHUS B CETH.

MoOunbHBIN TenehoH

CoBpeMeHHbIe cMapTQOHBI U TIAHIIETHI COIePkKAT B c€0€ BIIOJIHE B3POCIBIA
GbyHKIIMOHAN, W TEmepb OHM MOTYT KOHKYpPHUPOBaTh CO CTAaI[MOHAPHBIMU
KoMmnbioTepamu. OJIHAKO, CPEJCTB 3aIIUTHI ISl MOJOOHBIX YCTPOMUCTB MOKA OYEHb
Majo. TecTupoBaHUE U MTOUCK YA3BUMOCTEHN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak juis [1K, To e caMmoe kacaeTcs U MOOUIIbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOWIbHBbIE Opay3epbl yXe€ MPaKTUYECKH JOTHAIH
HACTOJIbHBIE aHAJIOTH, OJIHAKO paciupeHue (yHKIMOHAIa BIEYET 3a CcoOoM
OOJIBIITYIO CIIOKHOCTh U MEHBIIIYIO 3allIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIHE
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJILHOTO TeJiepoHa:

1.  Hwuuero He siBisieTcs mo-HacTosmeMy OecriaTHbIM. By ocTopoxkeH,
BeJlb KOTJa TeOe MmpejyraraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO TJIaTHBIC YCIIYTH;

2. Hymaii, mpexzae yem otmnpaBuTb SMS, ¢porto umm Buaeo. Tel TOUHO
3HAelllb, I'/1€ OHU OyyT B KOHEUHOM UTOre?
3. Heo6xonnmo 0GHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

4. Hcnonb3yit aHTUBUPYCHBIE TPOrPAMMBI JJIsI MOOUJIBHBIX TEIE(POHOB;



5. He 3arpyxail npuiokeHus OT HEM3BECTHOI'O MCTOYHHKA, BEIb OHU
MOTYT COJIep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICYEHUE;

6. Ilocne Toro kak Tbl BBIMACHIL C CalTa, TJI€ BBOAWJI JIMYHYIO
uH(pOpMAIINIO, 32/ B HACTPOUKHU Opay3epa u ynaiu cookies;

7. [lepuonnuecku npoBepsii, KAKUe IJIaTHbIE YCIYTM aKTUBUPOBAaHbI Ha
TBOEM HOMEDE;

8. JlaBaii cBOii HOMEp MOOMIIBHOTO TeJle(pOHA TOIBKO JIOASM, KOTOPBIX ThI
3HAEIIb U KOMY JIOBEpSEIb;

9.  Bluetooth nomxeH ObITH BBIKIIIOUEH, KOTJIa Thl UM HE Mojb3yenibes. He

3a0bIBail MHOT1a TPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAMH-UTPBI - OATO  KPAaCOYHbIE, 3aXBaThIBAIOIIHE
pasBiieueHus, OOBEIUHSIONINE COTHH THICSY YEJIOBEK MO Bcemy Mupy. Urpoku
UCCJIENYIOT JaHHBIH UM MHp, OOIIAIOTCS JAPYT C JPYrOM, BBIMOJHSIOT 3aJaHUs,
CpakaloTCcsl C MOHCTPAMHM M IMOJY4YarOT OMNbIT. 3a YJOBOJILCTBUE OHU ILIATAT:
MOKYTAIOT JUCK, OTUIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KAaKUe-TO OIIIUU.

Bce 3T cpenctBa uayT Ha MOAJIEPKAHUE U PA3BUTHE UT'PHI, 4 TAKKE HA CaMy
0€30MaCHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbI aBTOPU3AIlMU, BBIITYCKAIOTCS HOBBIC
natyu (1udpoBbIe 3aIUIaTKU JJIs1 TPOTPaMM ), 3aKPHIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nogo0HbBIX UTpax CTOUT OnacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3AIMU OOJBIIMHCTBA
urp.

OcHoOBHbBIE COBETHI 110 0€30MACHOCTH TBOEI0 HI'POBOI0o aKKayHTa:

l. Ecnu gpyroit wurpok Beaer ce0si IUIOXO WM co3daeT Tebe
HEMPUATHOCTH, 3a0JIOKUPYH €0 B CIIMCKE UTPOKOB;

2. [Toxanyiics agMuHHCTpaTOpaM WIPbl HAa IUIOXOE IOBEACHHUE STOrO
UTPOKA, JKEJIATEJIbHO MPUII0KUTh KAKUE-TO JOKA3aTEeIbCTBA B BUJE CKPUHOB;

3. He yxa3piBail muunyro nHbopMaIiiio B mpodaiiie urpsi;

4. YBaxkall Apyrux y4aCTHHKOB I10 UIPE;

5. He ycranaBnuBaii HeopuImaabHbIe MATIYH U MOJIBI;

6. Hcenonp3yii CIIOXKHBIE U pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [loka TbI

UIpACIllb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WK KpaXka JTUYHBIX JAHHBIX

OOBIYHON Kpaskel JeHer U JOKYMEHTOB CETOAHS YK€ HUKOIO HE YJ/IMBHIIb,
HO C Pa3BUTHEM WHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH TEPEMECTUIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCA "TIOOMMBIM" JIEJIOM.

Tak mosiBMIach HOBas yrpos3a: WHTEPHET-MOIIEHHUYECTBA WA (DUIITUHT,
TJIaBHAsl 11€7Tb KOTOPOTO COCTOMT B TIONYYCHHHM KOHQMUIEHIIMATBHBIX JaHHBIX
MI0JIB30BATEJICH - JIOTHHOB U mapoieid. Ha anrnuiickom si3pike phishing yntaercs kak
¢ummmnr (ot fishing - peiOHas n0Bms, password - Tapoib).



OcHoBHBbIE cOBeTHI 110 00pBLOeE ¢ PUIIMHTOM:

1. Cnenu 3a cCBOMM akKayHTOM. Eciu ThI 10J103p€eBaciiib, YTO TBOS aHKETA
ObLi1a B3JIOMaHa, TO HEOOX0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTH AMUHUCTPATOPAM
pecypca 00 3TOM KaK MOYXKHO CKOPEE;

2. Ucnonb3yit 0Oe3zonacHbie BeO-CaiiThl, B TOM 4YHUCJIE, HWHTEPHET-
Mara3uHOB U TTOMCKOBBIX CUCTEM;
3. Ncnonb3yit ciaokHbIE W pa3Hble Mapoyid. Takum o0pa3oM, eciu Te0s

B3JIOMAIOT, TO 3JIOYMBINUICHHUKH TIOJyYaT JOCTYIl TOJIBKO K OJHOMY TBOEMY
poHIII0 B CETH, a HE KO BCEM;

4, Ecnmu T1ebst B31moManu, TO HEOOXOIMMO MPEAYyNpPEeaUuTh BCEX CBOMX
3HaKOMBIX, KOTOpbIE JO00aBJICHBI Y TEOsI B IPY3bsIX, O TOM, YTO T€Os B3JIOMAaJH H,
BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChUIaThCS CIIaM M CCHUIKH Ha (YUITUHTOBBIC
CalTBhI;

5. YcranoBu HagexHbli apodib (PIN) Ha MoOMIbHBIN TenedoH;
6. OTxII0YM cCOXpaHeHue nmapoJis B Opaysepe;
7. He otkpeiBaii ¢aiiibl 1 Apyrue BIOKEHUS B MUCbMaX, 1aKe €ClIU OHU

NPUIIUTA OT TBOUX JApy3eil. Jlydie yTo4HM y HHX, OTIPABISUIA JIM OHU TeOE 3TH
(baiib.

[udposas penyranus

[udposas permyTarus - 5To HeraTUBHAS WU TO3UTHUBHASI HH(GOPMAITUS B CETH
o tebe. Kommpomerupytromas uHpopMaius, pa3MelIeHHas B UHTEPHETE, MOXKET
CEpPhE3HBIM 00pa3oM OTpa3uThCA Ha TBOeW peanbHOW ku3HU. "[ludposas
pemyTanus” - 3T0 TBOM UMUK, KOTOPBIN (popmupyeTcst u3 nHpopMauu o Tede B
WHTEPHETE.

TBoe mMecTo KHUTENbCTBA, YyueObl, TBOe (UHAHCOBOE IOJIOXKEHHUE,
0COOCHHOCTH XapakTepa U paccKas3bl 0 OIM3KUX - BCE ITO HAKATUTMBAETCS B CETH.

MHoTHE TOAPOCTKH JICTKOMBICIEHHO OTHOCSTCS K IyOJUKAIMH JIMIHOM
uHdopmaruu B MHTEpHETE, HE OHUMAasi BO3MOXHBIX IMOCICACTBUI. ThI nake He
CMOXKEIlIb JIOTaaThCs 0 TOM, 4To (pororpadusi, pa3MelieHHast 5 j1eT Ha3al, craja
IPUYUHON OTKa3a MPUHATH T€Os Ha padoTy.

Kommenrtapuu, pazmenienue TBoux ¢otorpaduit U Ipyrue AEUCTBUS MOTYT
HE MCYE3HYTh JIaXKe MOCIE TOT0, KaK Thl X YJAIHIIb. Thl HE 3HACIIIb, KTO COXPAHHII
3Ty HH(pOpMaIto, Ionaia M OHa B IOMCKOBBIE CUCTEMBI M COXPAHMIIACh JIU OHA, a
TJIABHOE: YTO MOAYMAIOT O TeOe OKpY>KaroIue 0N, KOTOPhIe HAWAYT U YBHUISAT
sT0. Haiitn mHpOpMAU0 MHOTO JIET CIYCTS CMOXET JI000M - Kak u3 J0OPBIX
noOyXICHUM, TaK U C HAMEPEHUEM MPUYHUHUTD BPE. DTO MOXKET OBITh KTO YTOIHO.

OcHoOBHBIE COBETHI MO 3aMUTe HU(POBOH penmyTalNK:

1. [Togymaii, mpexxae yeMm 4To-TO MyOJIMKOBaTh U TNepeaaBaTh y cels B
OJ10Te MJIH B COIIMAJILHOM CETH,

2. B Hactpoiikax npoduis yCTaHOBH OTpaHUYEHUS] Ha TTPOCMOTP TBOETO
npoduIs U ero COASPKUMOTro, cliesai ero ToabKo "t Apy3eit'”;

3. He pa3smemaii u He ykasbiBail MH(OpMAaIUIO, KOTOPask MOXKET KOTo-
100 OCKOPOIATH WIH OOMXKATh.



ABTOpCKO€E MpaBo

CoBpeMeHHbIE UIKOJBHUKM - aKTUBHBIE IIOJb30BaTENHU  IU(PPOBOTO
npoctpaHcTBa. OJHAKO JaleKo HE BCE 3HAIOT, YTO I10Jb30BAHHE MHOTUMU
BO3MOXHOCTSIMU  Iu(poBOro  Mupa  TpebyeT  coOmoaeHHMsT TIpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTeNIEKTyallbHAasT COOCTBEHHOCTH" OTHOCUTCA K pPa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HAuyMHasi C HOBBIX HM300pETEHHU U 3HAKOB,
0003HaYaIKUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMHU,
doTorpadusMu, KHHOQUIBMAMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - ATO MpaBa HAa HUHTEIUIEKTYyaJIbHYIO COOCTBEHHOCTb Ha
IIPOU3BECHUSI HAYKH, JIUTEPATypbl U UCKYCCTBAa. ABTOPCKHE IpaBa BHICTYMAIOT B
KaueCcTBE TapaHTUM TOTO, YTO HHTEIJIEKTYaJIbHBIN/TBOPUYECKUIM TPyl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOETO TpyJAa, MOJIYYUTh W3BECTHOCTh W mNpu3HaHue. Hukto 0Oe3
paspenieHuss aBTOpa HE  MOXET  BOCHPOMU3BOAMTH €ro  IPOU3BEACHHE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATh, MpOJiaBaTh, HMIIOPTHUPOBATH,
mycKaThb B IPOKAaT, MyOJIMYHO HCIONHSTH, MMOKa3bIBaTh/UCIIONHATE B d3duUpe miu
pasmemats B HTEpHETE.

Ucnonb3oBanue "muparckoro" MporpaMMHOIO  OOECIICUEHUS! MOXKET
OPUBECTH K MHOTMM pHUCKaM: OT MOTEpU JAHHBIX K TBOMM aKKayHTaMm J0
OJIOKUPOBKHU TBOETO YCTPOICTBA, i€ YCTaHOBJIEHA HeJeraibHas mporpamma. He
CTOMT TaKke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHble M O€CIUIaTHBIE MPOrPaMMBbl,
KOTOPbIE MOKHO HalTH B CETH.





